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1. INTRODUCTION 

EUROFREIGHT LOGISTICS LTD AND AFFILIATED ENTITIES (HERE AFTER “COMPANY ACRONYM”, “WE”, 

“OUR”, “US”, “THE COMPANY”) ENDEAVOURS TO MEET LEADING STANDARDS FOR DATA 

PROTECTION AND PRIVACY. THIS PRIVACY POLICY APPLIES TO ALL PERSONAL DATA WE PROCESS 

REGARDLESS OF THE MEDIA ON WHICH THAT DATA IS STORED OR WHETHER IT RELATES TO PAST OR 

PRESENT EMPLOYEES, WORKERS, CUSTOMERS, CLIENTS OR SUPPLIER CONTACTS, SHAREHOLDERS, 

WEBSITE USERS OR ANY OTHER DATA SUBJECT. 

WHILE OUR REASONS ARE FOUNDED IN ETHICAL AND CORPORATE RESPONSIBILITY, OUR PRIVACY 

PRACTICES AS OUTLINED IN THIS POLICY FACILITATE THE ESTABLISHMENT OF THE FOLLOWING: 

 COMPETITIVE ADVANTAGE: OUR EMPHASIS ON PROTECTING THE PRIVACY OF 

CUSTOMERS, VENDORS, AND EMPLOYEES DISTINGUISHES US FROM OUR COMPETITORS. 

 GOOD CORPORATE CITIZENSHIP: A SOUND PRIVACY POLICY IS EMBLEMATIC OF RELIABLE 

CORPORATE CITIZENS THAT RESPECT DATA SUBJECTS’ PRIVACY. 

 BUSINESS ENABLEMENT: SINCE EUROFREIGHT USES SIGNIFICANT VOLUMES OF PERSONAL 

INFORMATION, PRIVACY NOTICES BECOME A PREREQUISITE TO BUILDING ENDURING 

BUSINESS RELATIONSHIPS. 

 LEGAL PROTECTION: APPROPRIATE PRIVACY NOTICES OFFER AN OPPORTUNITY TO 

ELIMINATE ALLEGATIONS OF UNLAWFUL USAGE OF PERSONAL INFORMATION. 

 COMPLY WITH THE GENERAL DATA PROTECTION REGULATION (GDPR): FAILURE TO 

COMPLY WITH THE PROVISIONS OF THE GDPR MAY EXPOSE EUROFREIGHT TO POTENTIAL 

FINES OF UP TO EUR20 MILLION OR 4% OF TOTAL WORLDWIDE ANNUAL TURNOVER, 

WHICHEVER IS HIGHER. 

THIS DOCUMENT (TOGETHER WITH RELATED POLICIES AND PRIVACY GUIDELINES) IS AN INTERNAL 

DOCUMENT AND CANNOT BE SHARED WITH THIRD PARTIES, CLIENTS OR REGULATORS WITHOUT 

PRIOR AUTHORISATION FROM THE DPO. 

2. PURPOSE 

THIS POLICY DEFINES REQUIREMENTS TO HELP ENSURE COMPLIANCE WITH LAWS AND 

REGULATIONS APPLICABLE TO EUROFREIGHT COLLECTION, STORAGE, USE, TRANSMISSION, 

DISCLOSURE TO THIRD PARTIES AND RETENTION OF PERSONAL AND SPECIAL CATEGORIES OF 

PERSONAL DATA (ALSO REFERRED TO AS PERSONAL AND SENSITIVE PERSONAL INFORMATION 

RESPECTIVELY IN THIS POLICY).  

3. SCOPE 

THIS POLICY IS APPLICABLE TO ALL EUROFREIGHT EMPLOYEES, CONTRACTORS, VENDORS, INTERNS, 

CUSTOMERS, AND BUSINESS PARTNERS WHO MAY RECEIVE PERSONAL INFORMATION FROM 

EUROFREIGHT, HAVE ACCESS TO PERSONAL INFORMATION COLLECTED OR PROCESSED BY OR ON 

BEHALF OF EUROFREIGHT, OR WHO PROVIDE INFORMATION TO EUROFREIGHT. 

THIS POLICY COVERS THE TREATMENT OF PERSONAL INFORMATION GATHERED AND USED BY 

EUROFREIGHT FOR LAWFUL BUSINESS PURPOSES. THIS POLICY ALSO COVERS THE PERSONAL 
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INFORMATION WE SHARE WITH AUTHORIZED THIRD PARTIES OR THAT THIRD PARTIES SHARE WITH 

US. 

 

4. OBJECTIVE 

THE MAIN OBJECTIVES OF THE DATA PRIVACY POLICY ARE: 

 TO ENSURE THAT ALL THE PERSONAL INFORMATION IN EUROFREIGHT CUSTODY IS 
ADEQUATELY PROTECTED AGAINST THREATS TO MAINTAIN ITS SECURITY.  

 TO ENSURE THAT EUROFREIGHT EMPLOYEES ARE FULLY AWARE OF THE CONTRACTUAL, 
STATUTORY OR REGULATORY IMPLICATIONS OF ANY PRIVACY BREACHES.  

 TO LIMIT THE USE OF PERSONAL INFORMATION TO IDENTIFIED BUSINESS PURPOSES FOR 
WHICH IT IS COLLECTED. 

 TO CREATE AN AWARENESS OF PRIVACY REQUIREMENTS TO BE AN INTEGRAL PART OF THE 
DAY TO DAY OPERATION OF EVERY EMPLOYEE AND ENSURE THAT ALL EMPLOYEES 
UNDERSTAND THE IMPORTANCE OF PRIVACY PRACTICES AND THEIR RESPONSIBILITIES FOR 
MAINTAINING PRIVACY. 

 TO MAKE ALL THE EMPLOYEES AWARE ABOUT, THE PROCESSES THAT NEED TO BE FOLLOWED 
FOR COLLECTION, LAWFUL USAGE, DISCLOSURE/ TRANSFER, RETENTION, ARCHIVAL AND 
DISPOSAL OF PERSONAL INFORMATION. 

 TO ENSURE THAT ALL THIRD PARTIES COLLECTING, STORING AND PROCESSING PERSONAL 
INFORMATION ON BEHALF OF EUROFREIGHT PROVIDE ADEQUATE DATA PROTECTION. 

 TO ENSURE THAT APPLICABLE REGULATIONS AND CONTRACTS REGARDING THE 
MAINTENANCE OF PRIVACY, PROTECTION AND CROSS BORDER TRANSFER OF PERSONAL 
INFORMATION ARE ADHERED TO.  

 

5. ACCOUNTABILITY AND MANAGEMENT  

5.1. A DATA PRIVACY POLICY SHALL BE DEVELOPED AND MAINTAINED TO DOCUMENT THE 
PRIVACY PRINCIPLES AND PRACTICES FOLLOWED BY EUROFREIGHT. (REFER: APPENDIX A – 
PRIVACY PRINCIPLES) 

5.2. A PRIVACY ORGANIZATION SHALL BE DEFINED FOR GOVERNANCE OF DATA PRIVACY 
INITIATIVES. (REFER: APPENDIX B – PRIVACY ORGANIZATION STRUCTURE) 

5.3. A DATA PRIVACY OFFICER (DPO) SHALL BE APPOINTED (OR DPO FUNCTION) TO PROCESS 
COMPLAINTS AND REQUESTS FOR INFORMATION RELATED TO EUROFREIGHT PRIVACY 
PRACTICES. 

5.4. IMPLEMENTING PRIVACY BY DESIGN WHEN PROCESSING PERSONAL DATA AND 
COMPLETING DPIAS WHERE PROCESSING PRESENTS A HIGH RISK TO RIGHTS AND 
FREEDOMS OF DATA SUBJECTS; 

5.5. ESTABLISH PROCEDURES FOR THE IDENTIFICATION AND CLASSIFICATION OF PERSONAL 
INFORMATION. 

5.6. EUROFREIGHT PRIVACY POLICY STATEMENT SHALL BE MADE AVAILABLE ON EUROFREIGHT 
INTERNAL PORTAL. 

5.7. THE DATA PRIVACY POLICY SHALL BE COMMUNICATED TO EUROFREIGHT INTERNAL 
PERSONNEL. 

5.8. PROCEDURES SHALL BE ESTABLISHED FOR DISCIPLINARY AND REMEDIAL ACTION FOR 
VIOLATIONS OF THE DATA PRIVACY POLICY. 
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5.9. CHANGES OR UPDATES TO THE DATA PRIVACY POLICY SHALL BE COMMUNICATED TO 
EUROFREIGHT INTERNAL PERSONNEL WHEN THE CHANGES BECOME EFFECTIVE. 

5.10. ESTABLISH PROCEDURES FOR PERFORMING MANDATORY REGISTRATION WITH 
REGULATORY BODIES. 

5.11. RISK ASSESSMENT IS TO BE CARRIED OUT ON A PERIODIC BASIS TO ENSURE RISKS TO 
PERSONAL INFORMATION ARE IDENTIFIED AND MITIGATED. 

5.12. THE POTENTIAL IMPACT ON DATA PRIVACY IS ASSESSED WHEN NEW PROCESSES 
INVOLVING PERSONAL INFORMATION ARE IMPLEMENTED, OR WHEN SIGNIFICANT 
CHANGES ARE MADE TO SUCH PROCESSES. (REFER: APPENDIX C – PRIVACY IMPACT 
ASSESSMENT GUIDELINES) 
 

6. PRIVACY NOTICE AND TRANSPARENCY  

6.1. APPROPRIATE NOTICE SHALL BE PROVIDED TO DATA SUBJECTS AT THE TIME PERSONAL 
INFORMATION IS COLLECTED.  

6.2. WHEN EUROFREIGHT IS THE DATA CONTROLLER FOR PII DATA IT MUST PROVIDE 
DETAILED, SPECIFIC INFORMATION TO DATA SUBJECTS DEPENDING ON WHETHER THE 
INFORMATION WAS COLLECTED DIRECTLY FROM DATA SUBJECTS OR FROM ELSEWHERE. 
SUCH INFORMATION MUST BE PROVIDED THROUGH APPROPRIATE PRIVACY NOTICES OR 
FAIR PROCESSING NOTICES WHICH MUST BE CONCISE, TRANSPARENT, INTELLIGIBLE, 
EASILY ACCESSIBLE, AND IN CLEAR AND PLAIN LANGUAGE SO THAT A DATA SUBJECT CAN 
EASILY UNDERSTAND THEM. 

6.3. THE PRIVACY NOTICE OR POLICIES AND OTHER STATEMENTS TO WHICH THEY ARE LINKED 
SHALL PROVIDE AS FULL INFORMATION AS IS REASONABLE IN THE CIRCUMSTANCES TO 
INFORM AN INDIVIDUAL HOW THEIR PERSONAL INFORMATION WILL BE USED SO THAT 
EUROFREIGHT USE IS FAIR AND LAWFUL.  THE FOLLOWING INFORMATION SHOULD BE 
CONSIDERED FOR INCLUSION IN A NOTICE (AS IS APPROPRIATE IN INDIVIDUAL 
CIRCUMSTANCES): 
6.3.1. PURPOSES FOR WHICH PERSONAL INFORMATION IS COLLECTED, USED AND 

DISCLOSED; 
6.3.2. CHOICES AVAILABLE TO THE INDIVIDUAL REGARDING COLLECTION, USE AND 

DISCLOSURE OF PERSONAL INFORMATION, WHEREVER APPLICABLE; 
6.3.3. PERIOD FOR WHICH PERSONAL INFORMATION SHALL BE RETAINED AS PER 

IDENTIFIED BUSINESS PURPOSE OR AS MANDATED BY REGULATIONS, WHICHEVER 
IS LATER; 

6.3.4. THAT PERSONAL INFORMATION SHALL ONLY BE COLLECTED FOR THE IDENTIFIED 
PURPOSES; 

6.3.5. METHODS EMPLOYED FOR COLLECTION OF PERSONAL INFORMATION, INCLUDING 
‘COOKIES’ AND OTHER TRACKING TECHNIQUES, AND THIRD PARTY AGENCIES; 

6.3.6. THAT AN INDIVIDUAL’S PERSONAL INFORMATION SHALL BE DISCLOSED TO THIRD 
PARTIES ONLY FOR IDENTIFIED LAWFUL BUSINESS PURPOSES AND WITH THE 
CONSENT OF THE INDIVIDUAL, WHEREVER POSSIBLE; 

6.3.7. THAT AN INDIVIDUAL’S PERSONAL INFORMATION MAY BE TRANSFERRED WITHIN 
EUROFREIGHT ENTITIES, GLOBALLY AS PER REQUIREMENT, FOR BUSINESS 
PURPOSES WITH ADEQUATE SECURITY MEASURES REQUIRED BY LAW OR AS PER 
GUIDANCE OF PROVIDED BY INDUSTRY LEADING PRACTICES; 

6.3.8. CONSEQUENCES OF WITHHOLDING OR WITHDRAWING CONSENT TO THE 
COLLECTION, USE AND DISCLOSURE OF PERSONAL INFORMATION FOR IDENTIFIED 
PURPOSES; 
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6.3.9. DATA SUBJECTS ARE RESPONSIBLE FOR PROVIDING EUROFREIGHT WITH 
ACCURATE AND COMPLETE PERSONAL INFORMATION, AND FOR CONTACTING THE 
ENTITY IF CORRECTION OF SUCH INFORMATION IS REQUIRED; 

6.3.10. PROCESS FOR AN INDIVIDUAL TO VIEW AND UPDATE THEIR PERSONAL 
INFORMATION RECORDS; 

6.3.11. PROCESS FOR AN INDIVIDUAL TO REGISTER A COMPLAINT OR GRIEVANCE WITH 
REGARD TO PRIVACY PRACTICES AT EUROFREIGHT; 

6.3.12. CONTACT INFORMATION OF PERSON IN CHARGE OF PRIVACY PRACTISES AND 
RESPONSIBLE FOR PRIVACY CONCERNS WITH ADDRESS AT EUROFREIGHT; 

6.3.13. PROCESS FOR AN INDIVIDUAL TO WITHDRAW CONSENT FOR THE COLLECTION, 
USE AND DISCLOSURE OF THEIR PERSONAL INFORMATION FOR IDENTIFIED 
PURPOSES; AND 

6.3.14. THAT EXPLICIT CONSENT IS REQUIRED TO COLLECT, USE AND DISCLOSE PERSONAL 
INFORMATION, UNLESS A LAW OR REGULATION SPECIFICALLY REQUIRES OR 
ALLOWS OTHERWISE.  

6.4. DATA SUBJECTS SHALL BE PROVIDED A PRIVACY NOTICE IN CASE ANY NEW PURPOSE IS 
IDENTIFIED FOR USING OR DISCLOSING PERSONAL INFORMATION BEFORE SUCH 
INFORMATION IS USED FOR PURPOSES NOT PREVIOUSLY IDENTIFIED. 

6.5. WHEN PERSONAL DATA IS COLLECTED INDIRECTLY (FOR EXAMPLE, FROM A THIRD PARTY 
OR PUBLICALLY AVAILABLE SOURCE), YOU MUST PROVIDE THE DATA SUBJECT WITH ALL 
THE INFORMATION REQUIRED BY THE GDPR AS SOON AS POSSIBLE AFTER 
COLLECTING/RECEIVING THE DATA. YOU MUST ALSO CHECK THAT THE PERSONAL DATA 
WAS COLLECTED BY THE THIRD PARTY IN ACCORDANCE WITH THE GDPR AND ON A BASIS 
WHICH CONTEMPLATES OUR PROPOSED PROCESSING OF THAT PERSONAL DATA. 

 

7. CHOICE AND CONSENT 

7.1. A DATA CONTROLLER MUST ONLY PROCESS PERSONAL DATA ON THE BASIS OF ONE OR 
MORE OF THE LAWFUL BASES SET OUT IN THE GDPR, WHICH INCLUDE CONSENT. 

7.2. A DATA SUBJECT CONSENTS TO PROCESSING OF THEIR PERSONAL DATA IF THEY INDICATE 
AGREEMENT CLEARLY EITHER BY A STATEMENT OR POSITIVE ACTION TO THE 
PROCESSING. CONSENT REQUIRES AFFIRMATIVE ACTION SO SILENCE, PRE-TICKED BOXES 
OR INACTIVITY ARE UNLIKELY TO BE SUFFICIENT.  

7.3. IF CONSENT IS GIVEN IN A DOCUMENT WHICH DEALS WITH OTHER MATTERS, THEN THE 
CONSENT MUST BE EXPLICIT FROM THOSE OTHER MATTERS. 

7.4. A DATA SUBJECTS MUST BE EASILY ABLE TO WITHDRAW CONSENT TO PROCESSING AT 
ANY TIME AND WITHDRAWAL MUST BE PROMPTLY HONOURED.  

7.5. CONSENT MAY NEED TO BE REFRESHED IF THERE IS INTENTION TO PROCESS PERSONAL 
DATA FOR A DIFFERENT AND INCOMPATIBLE PURPOSE WHICH WAS NOT DISCLOSED 
WHEN THE DATA SUBJECT FIRST CONSENTED. 

7.6. EXPLICIT CONSENT SHALL BE OBTAINED FROM DATA SUBJECTS AT THE TIME OF 
COLLECTION OF PERSONAL INFORMATION OR AS SOON AS PRACTICAL THEREAFTER. 

7.7. EXPLICIT CONSENT SHALL BE OBTAINED FROM DATA SUBJECTS FOR THE COLLECTION, 
USE AND DISCLOSURE OF THEIR PERSONAL INFORMATION, UNLESS A LAW OR 
REGULATION SPECIFICALLY REQUIRES OR ALLOWS OTHERWISE. A RECORD IS 
MAINTAINED OF EXPLICIT CONSENT OBTAINED FROM DATA SUBJECTS. 

7.8. CONSENT SHALL BE OBTAINED FROM DATA SUBJECTS BEFORE THEIR PERSONAL 
INFORMATION IS USED FOR PURPOSES NOT PREVIOUSLY IDENTIFIED. 

7.9. UNLESS WE CAN RELY ON ANOTHER LEGAL BASIS OF PROCESSING, EXPLICIT CONSENT IS 
USUALLY REQUIRED FOR PROCESSING SENSITIVE PERSONAL DATA, FOR AUTOMATED 
DECISION-MAKING AND FOR CROSS BORDER DATA TRANSFERS. USUALLY WE WILL BE 
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RELYING ON ANOTHER LEGAL BASIS (AND NOT REQUIRE EXPLICIT CONSENT) TO PROCESS 
MOST TYPES OF SENSITIVE DATA. WHERE EXPLICIT CONSENT IS REQUIRED, YOU MUST 
ISSUE A FAIR PROCESSING NOTICE TO THE DATA SUBJECT TO CAPTURE EXPLICIT 
CONSENT. 

7.10. EUROFREIGHT MUST MAINTAIN EVIDENCE ON TYPES OF CONSENT AND KEEP RECORDS 
OF ALL CONSENTS CAPTURED SO THAT THE COMPANY CAN DEMONSTRATE COMPLIANCE 
WITH CONSENT REQUIREMENTS. 

7.11. REQUESTS FOR CONSENT SHOULD BE DESIGNED TO BE APPROPRIATE TO THE AGE AND 
CAPACITY OF THE DATA SUBJECT TO CONSENT FOR THEMSELVES AND TO THE 
PARTICULAR CIRCUMSTANCES (E.G. CHILDREN WHO ARE NOT OLDER THAN 16TH, 
VULNERABLE DATA SUBJECTS UNABLE TO UNDERSTAND AND CONSENT FOR 
THEMSELVES). 

7.12. ORGANISATION SHOULD ESTABLISH COMMUNICATION GUIDELINES TO NOTIFY OTHER 
DATA CONTROLLERS (WITH WHOM PII WAS SHARED) FOR 
RECTIFICATION/DELETION/RESTRICTING OF PERSONAL DATA OF DATA SUBJECT. 

7.13. ORGANISATION SHOULD DOCUMENT GUIDELINES FOR MANAGING DIRECTORIES OF 
SUBSCRIBERS TO ELECTRONIC SERVICES WHICH INCLUDE THE FOLLOWING: 
O GUIDELINES FOR OBTAINING CONSENT FROM THE END USERS. 
O WHAT INFORMATION IS TO BE PROVIDED TO THE DATA SUBJECT AT THE TIME OF 

DATA COLLECTION (PURPOSE, SEARCH FUNCTIONS, RIGHT TO OBJECT AND 
INFORMATION HOW PERSONAL DATA CAN BE RECTIFIED OR DELETED). 

 

8. COLLECTION OF PERSONAL INFORMATION 

8.1. THE COLLECTION OF PERSONAL INFORMATION SHALL BE LIMITED TO THE MINIMUM 
REQUIREMENT FOR LAWFUL BUSINESS PURPOSES. 

8.2. THE GDPR ALLOWS PROCESSING FOR SPECIFIC PURPOSES, SOME OF WHICH ARE SET OUT 
BELOW: 

A. THE DATA SUBJECT HAS GIVEN HIS OR HER CONSENT; 
B. THE PROCESSING IS NECESSARY FOR THE PERFORMANCE OF A CONTRACT WITH THE DATA 

SUBJECT; 
C. TO MEET OUR LEGAL COMPLIANCE OBLIGATIONS; 
D. TO PROTECT THE DATA SUBJECT’S VITAL INTERESTS; 
E. TO PURSUE OUR LEGITIMATE INTERESTS FOR PURPOSES WHERE THEY ARE NOT 

OVERRIDDEN BECAUSE THE PROCESSING PREJUDICES THE INTERESTS OR FUNDAMENTAL 
RIGHTS AND FREEDOMS OF DATA SUBJECTS. THE PURPOSES FOR WHICH WE PROCESS 
PERSONAL DATA FOR LEGITIMATE INTERESTS NEED TO BE SET OUT IN APPLICABLE 
PRIVACY NOTICES OR FAIR PROCESSING NOTICES; OR 

F. [OTHER GDPR PROCESSING GROUNDS]: IDENTIFY AND DOCUMENT THE LEGAL GROUND 
BEING RELIED ON FOR EACH PROCESSING ACTIVITY [IN ACCORDANCE WITH THE 
COMPANY’S GUIDELINES ON LAWFUL BASIS FOR PROCESSING PERSONAL DATA]. 

8.3. METHODS OF COLLECTING PERSONAL INFORMATION SHALL BE REVIEWED BY 
MANAGEMENT TO ENSURE THAT PERSONAL INFORMATION IS OBTAINED: 
8.3.1. FAIRLY, WITHOUT INTIMIDATION OR DECEPTION, AND 
8.3.2. LAWFULLY, ADHERING TO LAWS AND REGULATIONS RELATING TO THE 

COLLECTION OF PERSONAL INFORMATION. 
8.4. MANAGEMENT SHALL CONFIRM THAT THIRD PARTIES FROM WHOM PERSONAL 

INFORMATION IS COLLECTED: 
8.4.1. USE FAIR AND LAWFUL INFORMATION COLLECTION METHODS, AND 
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8.4.2. COMPLY WITH THE EUROFREIGHT DATA PRIVACY POLICY AND THEIR 
CONTRACTUAL OBLIGATIONS WITH RESPECT TO THE COLLECTION, USE AND 
TRANSFER OF PERSONAL INFORMATION ON BEHALF OF EUROFREIGHT 

8.5. DATA SUBJECTS SHALL BE NOTIFIED IF ADDITIONAL INFORMATION IS DEVELOPED OR 
ACQUIRED ABOUT THEM. 
 

9. DATA MINIMIZATION 
9.1. PERSONAL DATA MUST BE ADEQUATE, RELEVANT AND LIMITED TO WHAT IS NECESSARY 

IN RELATION TO THE PURPOSES FOR WHICH IT IS PROCESSED. 
 

10. LIMITING USE, DISCLOSURE AND RETENTION 

10.1. PERSONAL INFORMATION SHALL NOT BE USED OR DISCLOSED FOR PURPOSES OTHER 
THAN THOSE FOR WHICH IT WAS COLLECTED, EXCEPT WITH THE CONSENT OF THE 
INDIVIDUAL OR AS REQUIRED BY LAW. 

10.2. PERSONAL INFORMATION RETENTION SHALL BE ONLY FOR THE DURATION NECESSARY TO 
FULFIL THE IDENTIFIED LAWFUL BUSINESS PURPOSES OR AS PRESCRIBED BY LAW. 

10.3. GUIDELINES AND PROCEDURES SHALL BE DEVELOPED FOR THE RETENTION AND DISPOSAL 
OF PERSONAL INFORMATION. THESE SHALL ADDRESS MINIMUM AND MAXIMUM 
RETENTION PERIODS, AND MODES OF STORAGE. 

10.4. UPON THE EXPIRATION OF IDENTIFIED LAWFUL BUSINESS PURPOSES OR WITHDRAWAL OF 
CONSENT, EUROFREIGHT SHALL EITHER SECURELY ERASE OR ANONYMIZE THE DATA 
SUBJECTS’ PERSONAL INFORMATION. DATA IS ANONYMIZED TO PREVENT UNIQUE 
IDENTIFICATION OF AN INDIVIDUAL. 
 

11. DATA SUBJECT RIGHTS AND REQUESTS 

11.1. THE ORGANISATION SHOULD ENSURE THAT IT HAS ESTABLISHED THE FOLLOWING: 
11.2. THE ORGANIZATION HAS ESTABLISHED MECHANISM FOR DATA SUBJECTS TO RAISE 

REQUESTS RELATED TO THEIR RIGHTS (ACCESS/RECTIFICATION) ELECTRONICALLY 
(ESPECIALLY WHERE PERSONAL DATA ARE PROCESSED BY ELECTRONIC MEANS). 

11.3. ORGANIZATION HAS ESTABLISHED FOLLOWING RELATED TO RIGHT OF ACCESS AND 
RECTIFICATION:  

11.3.1. DOCUMENTED PROCESS AND MECHANISM FOR PROVISIONING ACCESS TO 
PERSONAL DATA AND RECTIFICATION. 

11.3.2. IDENTIFIED MANDATORY INFORMATION TO BE PROVIDED TO DATA SUBJECT 
11.3.3. GUIDELINES FOR ADMINISTRATIVE FEES CAN ONLY BE CHARGED TO DATA 

SUBJECT FOR SUBSEQUENT PI ACCESS 
11.3.4. PERSONAL DATA TO BE PROVIDED IN ELECTRONIC FORM UNLESS REQUESTED 

OTHERWISE 
11.3.5. TRACK THE RECEIVED REQUESTS FROM DATA SUBJECTS AND RESPOND WITHIN 

1 MONTH WITH APPROPRIATE RESPONSE 
11.4. ASSESSMENTS ARE PERFORMED REGULARLY – AND AT LEAST ANNUALLY – OF 

WHETHER THE RECTIFICATION OF PERSONAL DATA HAS BEEN PERFORMED 
CORRECTLY AND WITHOUT UNDUE DELAY. 

11.5. ORGANIZATION HAS ESTABLISHED FOLLOWING RELATED TO RIGHT OF DELETION:  
11.5.1. POLICIES AND PROCEDURES TO PROCESS/RESPOND TO PI DELETION REQUESTS 

FROM DATA SUBJECTS WITHIN 1 MONTH 
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11.5.2. DOCUMENTED THE PERSONAL DATA DELETION GUIDELINES CONSIDERING THE 
GROUNDS FOR DELETION AND THE APPLICABLE EXCEPTIONS 

11.6. ORGANIZATION HAS ESTABLISHED GUIDELINES FOR RESTRICTIONS OF DATA 
PROCESSING WHICH ADDRESS:  

11.6.1. DOCUMENTED GROUNDS WHICH ARE COMPARED WITH CRITERIA FOR 
RESTRICTING MENTIONED IN THE DATA SUBJECT REQUEST AND A FORMAL 
SIGN-OFF PROCESS TO ENSURE THAT APPROPRIATE DECISIONS ARE TAKEN AND 
IMPLEMENTED FOR A DEFINED PERIOD OF TIME 

11.6.2. PROCESS TO INFORM DATA SUBJECT PRIOR TO LIFTING THE RESTRICTION OF 
PROCESSING OF PERSONAL DATA 

11.7. ORGANIZATION HAS IMPLEMENTED MECHANISM TO INFORM DATA SUBJECTS IF IT 
ALTERS, RESTRICTS THE PROCESSING OF OR REMOVES PERSONAL DATA. 

11.8. ORGANIZATION HAS ESTABLISHED GUIDELINES TO PROCESS DATA PORTABILITY 
REQUESTS FROM DATA SUBJECTS. THE GUIDELINES ARE COMPLIANT WITH DATA 
PORTABILITY CONSIDERATIONS. 

11.9. ORGANIZATION HAS ESTABLISHED MEANS FOR DATA SUBJECT TO OBJECT ONLINE. 
 

12. TRANSFER LIMITATION 

12.1. EUROFREIGHT SHALL LIMIT DATA TRANSFERS TO COUNTRIES OUTSIDE THE EEA IN ORDER 
TO ENSURE THAT THE LEVEL OF DATA PROTECTION AFFORDED TO INDIVIDUALS BY THE 
GDPR IS NOT UNDERMINED 

12.2. EUROFREIGHT MAY ONLY TRANSFER PERSONAL DATA OUTSIDE THE EEA IF ONE OF THE 
FOLLOWING CONDITIONS APPLIES: 
(A)  THE EUROPEAN COMMISSION HAS ISSUED A DECISION CONFIRMING THAT THE 
COUNTRY TO WHICH WE TRANSFER THE PERSONAL DATA ENSURES AN ADEQUATE LEVEL 
OF PROTECTION FOR THE DATA SUBJECTS’ RIGHTS AND FREEDOMS; 
(B)  APPROPRIATE SAFEGUARDS ARE IN PLACE SUCH AS BINDING CORPORATE RULES 
(BCR), STANDARD CONTRACTUAL CLAUSES APPROVED BY THE EUROPEAN COMMISSION, 
AN APPROVED CODE OF CONDUCT OR A CERTIFICATION MECHANISM, A COPY OF WHICH 
CAN BE OBTAINED FROM THE DPO; 
(C)  THE DATA SUBJECT HAS PROVIDED EXPLICIT CONSENT TO THE PROPOSED TRANSFER 
AFTER BEING INFORMED OF ANY POTENTIAL RISKS; OR 
(D)  THE TRANSFER IS NECESSARY FOR ONE OF THE OTHER REASONS SET OUT IN THE GDPR 
INCLUDING THE PERFORMANCE OF A CONTRACT BETWEEN US AND THE DATA SUBJECT, 
REASONS OF PUBLIC INTEREST, TO ESTABLISH, EXERCISE OR DEFEND LEGAL CLAIMS OR TO 
PROTECT THE VITAL INTERESTS OF THE DATA SUBJECT WHERE THE DATA SUBJECT IS 
PHYSICALLY OR LEGALLY INCAPABLE OF GIVING CONSENT AND, IN SOME LIMITED CASES, 
FOR OUR LEGITIMATE INTEREST. 
 

13. DISCLOSURE TO THIRD PARTIES  

13.1. WHERE REASONABLY POSSIBLE, MANAGEMENT SHALL ENSURE THAT THIRD PARTIES 
COLLECTING, STORING OR PROCESSING PERSONAL INFORMATION ON BEHALF OF 
EUROFREIGHT HAVE: 
13.1.1. SIGNED AGREEMENTS TO PROTECT PERSONAL INFORMATION CONSISTENT WITH 

EUROFREIGHT DATA PRIVACY POLICY AND INFORMATION SECURITY PRACTICES OR 
IMPLEMENTED MEASURES AS PRESCRIBED BY GDPR; 

13.1.2. SIGNED NON-DISCLOSURE AGREEMENTS OR CONFIDENTIALITY AGREEMENTS 
WHICH INCLUDES PRIVACY CLAUSES IN THE CONTRACT; AND 
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13.1.3. ESTABLISHED PROCEDURES TO MEET THE TERMS OF THEIR AGREEMENT WITH 
EUROFREIGHT TO PROTECT PERSONAL INFORMATION. 

13.2. PERSONAL INFORMATION MAY BE TRANSFERRED OUTSIDE EUROPEAN UNION (EU) 
JURISDICTION FROM WHERE EUROFREIGHT OPERATES FOR STORAGE OR PROCESSING 
WHERE ANY OF THE FOLLOWING APPLY: 
13.2.1. THE INDIVIDUAL HAS GIVEN CONSENT TO THE TRANSFER OF INFORMATION 
13.2.2. THE TRANSFER IS NECESSARY FOR THE PERFORMANCE OF A CONTRACT BETWEEN 

THE INDIVIDUAL AND EUROFREIGHT, OR THE IMPLEMENTATION OF PRE-
CONTRACTUAL MEASURES TAKEN IN RESPONSE TO THE INDIVIDUAL’S REQUEST. 

13.2.3. THE TRANSFER IS NECESSARY FOR THE CONCLUSION OR PERFORMANCE OF A 
CONTRACT CONCLUDED IN THE INTEREST OF THE INDIVIDUAL BETWEEN 
EUROFREIGHT AND A THIRD PARTY. 

13.2.4. THE TRANSFER IS NECESSARY OR LEGALLY REQUIRED ON IMPORTANT PUBLIC 
INTEREST GROUNDS OR FOR THE ESTABLISHMENT, EXERCISE OR DEFENCE OF 
LEGAL CLAIMS. 

13.2.5. THE TRANSFER IS REQUIRED BY LAW 
13.2.6. THE TRANSFER IS NECESSARY IN ORDER TO PROTECT THE VITAL INTERESTS OF THE 

INDIVIDUAL. 
13.2.7. THE TRANSFER IS MADE UNDER A DATA TRANSFER AGREEMENT. 
13.2.8. THE TRANSFER IS OTHERWISE LEGITIMISED BY APPLICABLE LAW. 

13.3. REMEDIAL ACTION SHALL BE TAKEN IN RESPONSE TO MISUSE OR UNAUTHORIZED 
DISCLOSURE OF PERSONAL INFORMATION BY A THIRD PARTY COLLECTING, STORING OR 
PROCESSING PERSONAL INFORMATION ON BEHALF OF EUROFREIGHT 

 
14. SECURITY PRACTICES FOR PRIVACY 

14.1. EUROFREIGHT INFORMATION SECURITY POLICY AND PROCEDURES SHALL BE 
DOCUMENTED AND IMPLEMENTED TO ENSURE REASONABLE SECURITY FOR PERSONAL 
INFORMATION COLLECTED, STORED, USED, TRANSFERRED AND DISPOSED BY 
EUROFREIGHT.  

14.2. EUROFREIGHT SHALL COMPLY WITH ALL APPLICABLE ASPECTS OF EUROFREIGHT 
INFORMATION SECURITY PROGRAM OR COMPLY WITH THE ADMINISTRATIVE, PHYSICAL 
AND TECHNICAL SAFEGUARDS IMPLEMENTED AND MAINTAINED IN ACCORDANCE WITH 
THE GDPR AND RELEVANT STANDARDS TO PROTECT PERSONAL DATA. 

14.3. INFORMATION ASSET LABELLING AND HANDLING GUIDELINES SHALL INCLUDE CONTROLS 
SPECIFIC TO THE STORAGE, RETENTION AND TRANSFER OF PERSONAL INFORMATION. 

14.4. MANAGEMENT SHALL ESTABLISH PROCEDURES THAT MAINTAIN THE LOGICAL AND 
PHYSICAL SECURITY OF PERSONAL INFORMATION. 

14.5. MANAGEMENT SHALL ESTABLISH PROCEDURES THAT ENSURE PROTECTION OF PERSONAL 
INFORMATION AGAINST ACCIDENTAL DISCLOSURE DUE TO NATURAL DISASTERS AND 
ENVIRONMENTAL HAZARDS. 

14.6. INCIDENT RESPONSE PROTOCOLS ARE ESTABLISHED AND MAINTAINED IN ORDER TO DEAL 
WITH INCIDENTS CONCERNING PERSONAL DATA OR PRIVACY PRACTICES. (REFER: 
APPENDIX D – DATA BREACH RESPONSE GUIDELINES) 

14.7. EUROFREIGHT MUST MAINTAIN DATA SECURITY BY PROTECTING THE CONFIDENTIALITY, 
INTEGRITY AND AVAILABILITY OF THE PERSONAL DATA, DEFINED AS FOLLOWS: (A) 
CONFIDENTIALITY MEANS THAT ONLY PEOPLE WHO HAVE A NEED TO KNOW AND ARE 
AUTHORISED TO USE THE PERSONAL DATA CAN ACCESS IT. 
(B)  INTEGRITY MEANS THAT PERSONAL DATA IS ACCURATE AND SUITABLE FOR THE 
PURPOSE FOR WHICH IT IS PROCESSED. 
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(C)  AVAILABILITY MEANS THAT AUTHORISED USERS ARE ABLE TO ACCESS THE PERSONAL 
DATA WHEN THEY NEED IT FOR AUTHORISED PURPOSES. 
 

 
15. QUALITY OF PERSONAL INFORMATION 

15.1. EUROFREIGHT MAY PERFORM ADDITIONAL VALIDATION PROCEDURES TO ENSURE THAT 
PERSONAL INFORMATION COLLECTED IS ACCURATE AND COMPLETE FOR THE BUSINESS 
PURPOSES FOR WHICH IT IS TO BE USED. 

15.2. EUROFREIGHT SHALL ENSURE THAT PERSONAL INFORMATION COLLECTED IS RELEVANT TO 
THE BUSINESS PURPOSES FOR WHICH IT IS TO BE USED. 

 
16. PRIVACY MONITORING AND ENFORCEMENT 

16.1. PROCEDURES SHALL BE ESTABLISHED FOR RECORDING AND RESPONDING TO 
COMPLAINTS/ GRIEVANCES REGISTERED BY DATA SUBJECTS. 

16.2. EACH COMPLAINT REGARDING PRIVACY PRACTICES REGISTERED BY DATA SUBJECTS SHALL 
BE VALIDATED, RESPONSES DOCUMENTED AND COMMUNICATED TO THE INDIVIDUAL. 

16.3. ANNUAL PRIVACY COMPLIANCE REVIEW SHALL BE PERFORMED FOR IDENTIFIED BUSINESS 
PROCESSES AND THEIR SUPPORTING APPLICATIONS. 

16.4. A RECORD SHALL BE MAINTAINED OF NON-COMPLIANCES IDENTIFIED IN THE ANNUAL 
PRIVACY REVIEWS. CORRECTIVE AND DISCIPLINARY MEASURES SHALL BE INITIATED AND 
TRACKED TO CLOSURE, GUIDED BY EUROFREIGHT MANAGEMENT. 

16.5. PROCEDURES SHALL BE ESTABLISHED TO MONITOR THE EFFECTIVENESS OF CONTROLS 
FOR PERSONAL INFORMATION AND FOR ENSURING CORRECTIVE ACTIONS, AS REQUIRED. 

16.6. ANY CONFLICTS OR DISAGREEMENTS RELATING TO THE REQUIREMENTS UNDER THIS 
POLICY OR ASSOCIATED PRIVACY PRACTICES SHALL BE REFERRED TO THE DATA PRIVACY 
OFFICER FOR RESOLUTION. 
 

17. PERSONAL IDENTIFIABLE INFORMATION (PII) OF EUROFREIGHT EMPLOYEE 

DATA PROTECTION LAWS GOVERN THE USE OF PERSONALLY IDENTIFIABLE INFORMATION.  THIS 

TERM MEANS ANY DATA RELATING TO A LIVING INDIVIDUAL WHO CAN BE IDENTIFIED USING 

THAT DATA.  EUROFREIGHT MAY HOLD THE FOLLOWING TYPES OF SENSITIVE AND NON-

SENSITIVE PII: 

O NAMES, ADDRESSES, TELEPHONE NUMBERS AND OTHER PERSONAL CONTACT 
DETAILS; 

O GENDER, DATE OF BIRTH, PHYSICAL OR MENTAL HEALTH OR CONDITION; 
O MARITAL STATUS, NEXT OF KIN, RACIAL OR ETHNIC ORIGIN, SEXUAL ORIENTATION, 

RELIGIOUS, PHILOSOPHICAL, POLITICAL OR SIMILAR BELIEFS; 
O NATIONAL INSURANCE OR SOCIAL INSURANCE NUMBER, IMMIGRATION STATUS, 

TRADE UNION MEMBERSHIP; 
O PERSONNEL RECORDS INCLUDING TRAINING, APPRAISAL, PERFORMANCE AND 

DISCIPLINARY INFORMATION, AND SUCCESSION PLANNING; 
O BANK DETAILS, SALARY, BONUS, BENEFITS AND PENSION DETAILS AND OTHER 

FINANCIAL INFORMATION; AND 
O CRIMINAL OFFENCES COMMITTED (OR ALLEGEDLY COMMITTED) INCLUDING ANY 

PROCEEDINGS AND SENTENCING IN RELATION TO ANY SUCH CRIMINAL OFFENCE. 



Data Privacy Policy                                    EUROFREIGHT LOGISTICS LTD   

Internal  Page 12 of 26 

 
18. STAFF DATA PROCESSING ACTIVITIES 

PERSONAL INFORMATION ABOUT INDIVIDUALS MAY ONLY BE PROCESSED FOR A LEGITIMATE 

PURPOSE. EUROFREIGHT MAY UNDERTAKE A NUMBER OF ACTIVITIES WITH AN INDIVIDUAL 

EMPLOYEE'S PERSONAL INFORMATION INCLUDING, BUT NOT LIMITED TO: 

O SALARY, BENEFITS AND PENSIONS ADMINISTRATION; 
O HEALTH AND SAFETY RECORDS AND MANAGEMENT; 
O SECURITY VETTING, CRIMINAL RECORDS CHECKS AND CREDIT CHECKS AND 

CLEARANCES (WHERE APPLICABLE AND ALLOWED BY LAW); 
O CONFIRMING INFORMATION ON RÉSUMÉS, CVS AND COVERING LETTERS, PROVIDING 

REFERENCE LETTERS AND PERFORMING REFERENCE CHECKS; 
O TRAINING AND APPRAISAL, INCLUDING PERFORMANCE EVALUATION AND 

DISCIPLINARY RECORDS;  
O STAFF MANAGEMENT AND PROMOTIONS; 
O SUCCESSION PLANNING; 
O EQUAL OPPORTUNITIES MONITORING;  
O ANY POTENTIAL CHANGE OF CONTROL OF A GROUP COMPANY, OR ANY POTENTIAL 

TRANSFER OF EMPLOYMENT RELATING TO A BUSINESS TRANSFER OR CHANGE OF 
SERVICE PROVIDER; 

O OTHER DISCLOSURES REQUIRED IN THE CONTEXT OF STAFF EMPLOYMENT; 
O PROMOTING OR MARKETING OF EUROFREIGHT, ITS PRODUCTS OR SERVICES; 
O PROVISION OF STAFF OR BUSINESS CONTACT INFORMATION TO CUSTOMERS AND 

AGENCIES IN THE COURSE OF THE PROVISION OF EUROFREIGHT'S SERVICES; 
O CCTV MONITORING FOR SECURITY REASONS; 
O COMPLIANCE WITH APPLICABLE PROCEDURES, LAWS, REGULATIONS, INCLUDING 

ANY RELATED INVESTIGATIONS TO ENSURE COMPLIANCE OR OF ANY POTENTIAL 
BREACHES; 

O ESTABLISHING, EXERCISING OR DEFENDING EUROFREIGHT'S LEGAL RIGHTS; 
O DISCLOSURES TO OTHER COMPANIES IN THE EUROFREIGHT GROUP OF COMPANIES, 

INCLUDING COMPANIES IN OTHER COUNTRIES TO THE EXTENT PERMITTED BY LAW, 
INCLUDING FOR THE FOLLOWING PURPOSES: AS REQUIRED IN CONNECTION WITH 
THE DUTIES OF THE EMPLOYEE; LEGAL COMPLIANCE; AUDIT; GROUP LEVEL 
MANAGEMENT; IN CONNECTION WITH THE FULFILMENT OF CUSTOMER AND 
PARTNER CONTRACTS; 

O ANY OTHER REASONABLE PURPOSES IN CONNECTION WITH AN INDIVIDUAL'S 
EMPLOYMENT OR ENGAGEMENT BY EUROFREIGHT; 

O PROVIDING AND MANAGING USE OF SERVICES PROVIDED BY THIRD PARTIES, SUCH 
AS COMPANY PROVIDED MOBILE PHONES, COMPANY CREDIT CARDS AND COMPANY 
CARS AND BILLING FOR SUCH SERVICES. 

18.1. EUROFREIGHT MAY ALSO COLLECT AND PROCESS PERSONAL INFORMATION ABOUT YOUR 
NEXT OF KIN, SO THEY CAN BE CONTACTED IN AN EMERGENCY OR IN CONNECTION WITH 
USE OF A COMPANY CAR PROVIDED BY EUROFREIGHT.  THEIR PERSONAL INFORMATION 
WILL ALSO BE PROCESSED IN ACCORDANCE WITH THE DATA PROTECTION LAWS AND AS 
DESCRIBED IN THE POLICY. 

18.2. IN ORDER TO FULFIL THE PURPOSES SET OUT ABOVE, EUROFREIGHT MAY DISCLOSE 
PERSONAL INFORMATION TO CONTRACTORS AND SUPPLIERS THAT PROVIDE SERVICES TO 
EUROFREIGHT AND WHO MAY ASSIST IN THE PROCESSING ACTIVITIES SET OUT ABOVE 
AND ALSO TO LAW ENFORCEMENT AGENCIES, REGULATORY BODIES, GOVERNMENT 
AGENCIES AND OTHER THIRD PARTIES AS REQUIRED BY LAW OR FOR 
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ADMINISTRATION/TAXATION PURPOSES, TO THE EXTENT LOCAL LAW ALLOWS AND 
REQUIRES. 

18.3. EUROFREIGHT MAY DISCLOSE YOUR PERSONAL INFORMATION TO THIRD PARTIES FOR THE 
PURPOSES OF ESTABLISHING AND MANAGING YOUR EMPLOYMENT RELATIONSHIP.  FOR 
EXAMPLE, EUROFREIGHT MAY DISCLOSE SOME OF YOUR PERSONAL INFORMATION TO: 
O BENEFITS PROVIDERS (FOR EXAMPLE, PENSION AND INSURANCE PROVIDERS); 
O PAYROLL AND DATA PROCESSING SUPPLIERS AND OTHER SERVICE PROVIDERS WHO 

ASSIST US IN   ESTABLISHING OR MANAGING YOUR EMPLOYMENT RELATIONSHIP 
WITH US; 

O INSURANCE CLAIMS AND MEDICAL RELATED SERVICE PROVIDERS; AND 
O PARTIES REQUESTING AN EMPLOYMENT REFERENCE. 

18.4. EUROFREIGHT SHALL TAKE APPROPRIATE MEASURES TO ENSURE THAT ITS CONTRACTORS 
AND SUPPLIERS ALSO PROCESS PERSONAL INFORMATION IN A COMPLIANT WAY AND 
SUCH MEASURES MAY INCLUDE A DATA PROCESSING AGREEMENT. 

18.5. EUROFREIGHT MAY TRANSFER PERSONAL INFORMATION TO OTHER GROUP COMPANIES, 
PARTNERS, SUPPLIERS, LAW ENFORCEMENT AGENCIES AND TO OTHER ORGANISATIONS IN 
ALL CASES THAT ARE LOCATED OUTSIDE OF THE COUNTRY WHERE YOU ARE BASED FOR 
THE PURPOSES OF: 
O HR ADMINISTRATION (FOR EXAMPLE, STAFF RECRUITMENT);  
O PAYROLL PROCESSING FOR EMPLOYEES WORKING OUTSIDE THE COUNTRY WHERE 

THEY ARE BASED; 
O EMPLOYEE RELOCATION; 
O SECURITY CLEARANCES; 
O VISA APPLICATIONS; 
O TAXATION AND REGISTRATIONS FOR EMPLOYEES WORKING OUTSIDE THE COUNTRY 

WHERE THEY ARE BASED; 
O FULFILLING EUROFREIGHT'S LEGAL REQUIREMENTS;  
O FULFILLING CUSTOMER CONTRACTS FOR THE PROVISION OF EUROFREIGHT'S 

SERVICES; 
O OVERSEAS LEGAL PROCEEDINGS; 
O OUTSOURCING EUROFREIGHT FUNCTIONS. 

18.6. THE LAWS OF SOME JURISDICTIONS MAY NOT BE AS PROTECTIVE AS THE LAWS IN THE 
COUNTRY IN WHICH YOU ARE BASED.  EUROFREIGHT MAY TRANSFER YOUR PERSONAL 
INFORMATION ACROSS PROVINCIAL OR NATIONAL BORDERS TO FULFIL ANY OF THE 
ABOVE PURPOSES, INCLUDING TO SERVICE PROVIDERS LOCATED IN COUNTRIES WHO MAY 
BE SUBJECT TO APPLICABLE DISCLOSURE LAWS IN THOSE JURISDICTIONS, WHICH MAY 
RESULT IN THAT INFORMATION BECOMING ACCESSIBLE TO LAW ENFORCEMENT AND 
NATIONAL SECURITY AUTHORITIES OF THOSE JURISDICTIONS. 

 

19. RECORD KEEPING (PRIVACY REGISTER) 
19.1. EUROFREIGHT SHALL KEEP FULL AND ACCURATE RECORDS OF ALL DATA PROCESSING 

ACTIVITIES. 
19.2. EUROFREIGHT MUST KEEP AND MAINTAIN ACCURATE CORPORATE RECORDS REFLECTING 

PROCESSING INCLUDING RECORDS OF DATA SUBJECTS’ CONSENTS AND PROCEDURES FOR 
OBTAINING CONSENTS. 

19.3. THESE RECORDS SHOULD INCLUDE, AT A MINIMUM, THE NAME AND CONTACT DETAILS 
OF THE DATA CONTROLLER, CLEAR DESCRIPTIONS OF THE PERSONAL DATA TYPES, DATA 
SUBJECT TYPES, PROCESSING ACTIVITIES, PROCESSING PURPOSES, THIRD-PARTY 
RECIPIENTS OF THE PERSONAL DATA, PERSONAL DATA STORAGE LOCATIONS, PERSONAL 
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DATA TRANSFERS, THE PERSONAL DATA’S RETENTION PERIOD AND A DESCRIPTION OF THE 
SECURITY MEASURES IN PLACE.  

 

20. RETENTION OF RECORDS 

20.1. EUROFREIGHT HAS A STATUTORY DUTY TO KEEP CERTAIN RECORDS FOR A MINIMUM 
PERIOD OF TIME.  IN OTHER CASES EUROFREIGHT SHALL NOT KEEP PERSONAL 
INFORMATION FOR LONGER THAN IS NECESSARY OR AS MAY BE REQUIRED BY APPLICABLE 
LAW.  
 

21. DATA PRIVACY IMPACT ASSESSMENTS (DPIA) 
21.1. THE ORGANISATION SHOULD CONDUCT DATA PRIVACY IMPACT ASSESSMENT (DPIA) FOR 

ITS BUSINESS ACTIVITIES FOR WHICH THE PROCESSING OF PERSONAL DATA IS “LIKELY TO 
RESULT IN A HIGH RISK TO THE RIGHTS AND FREEDOMS OF NATURAL PERSONS”. A DPIA IS 
A PROCESS DESIGNED TO DESCRIBE THE PROCESSING, ASSESS ITS NECESSITY AND 
PROPORTIONALITY, AND HELP MANAGE THE RISKS TO THE RIGHTS AND FREEDOMS OF 
NATURAL PERSONS RESULTING FROM THE PROCESSING OF PERSONAL DATA BY ASSESSING 
THEM AND DETERMINING THE MEASURES TO ADDRESS THEM. 

21.2. THE FIRM SHOULD ASSESS ALL ITS BUSINESS PROCESSES AND DEFINE WHICH OF THEM ARE 
HIGH-RISK. FOR THE PURPOSE OF THE ASSESSMENT IT SHOULD USE APPROPRIATE RISK 
CRITERIA TO HELP ON THE FACTUAL IDENTIFICATION OF HIGH-RISK BUSINESS PROCESSES. 
(IE. CRITERIA AS SET IN THE ARTICLE 29 OF GDPR PIA EVALUATION). 

21.3. THE ORGANISATION SHOULD CHOOSE A METHODOLOGY FOR THE IMPLEMENTATION OF 
ITS DPIAS. THE DPIA SHOULD BE COMPLIANT WITH THE MINIMUM FEATURES DESCRIBED 
IN ANNEX 2 IN ARTICLE 29 OF GDPR ON PERFORMING DPIA. 

21.4. THE COMPANY SHOULD CONTINUOUSLY REVIEW AND RE-ASSESS ITS BUSINESS ACTIVITIES 
AS CERTAIN CHANGES COULD INCREASE OR DECREASE THEIR RISK. 
 

22. DATA FLOW MANAGEMENT  
22.1. FOR ALL HIGH-RISK BUSINESS PROCEDURES AS DEFINED IN THE PRIVACY IMPACT 

ASSESSMENT. 
22.2. ORGANISATION SHOULD DEFINE GUIDELINES FOR DATA MAPPING. DATA MAPPING 

ADDRESSES BELOW MENTIONED: 
O DOCUMENTING THE DATA PROCESSING ACTIVITIES. 
O TYPE OF PERSONAL DATA USED FOR EACH PROCESSING ACTIVITY ALONG WITH 

PERSONAL DATA STORAGE LOCATION. 
O THE ORGANISATION SHOULD IDENTIFY AND DOCUMENT DATA FLOWS SPECIFIC TO 

HOW PERSONAL INFORMATION IS MOVING THROUGH THE UNDERLYING SYSTEMS 
AND SOFTWARE WITHIN THE ORGANIZATION (INCLUDING THIRD PARTY 
OPERATIONS). 

 

23.  MONITORING 
 
23.1. EUROFREIGHT'S IT AND COMMUNICATIONS SYSTEMS ARE INTENDED TO PROMOTE 

EFFECTIVE COMMUNICATION AND WORKING PRACTICES WITHIN OUR ORGANISATION.   
23.2. FOR BUSINESS REASONS, AND IN ORDER TO CARRY OUT LEGAL OBLIGATIONS IN OUR ROLE 

AS AN EMPLOYER, USE OF EUROFREIGHT'S SYSTEMS ON WHATEVER PLATFORM 
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INCLUDING THE TELEPHONE (MOBILE AND FIXED) AND COMPUTER SYSTEMS (INCLUDING 
EMAIL AND INTERNET ACCESS), AND ANY PERSONAL USE OF THEM, IS MONITORED. IF 
YOU ACCESS SERVICES BY THE USE OF PASSWORDS AND LOGIN NAMES ON 
EUROFREIGHT'S IT AND COMMUNICATION SYSTEMS, THIS MIGHT MEAN THAT YOUR 
PERSONAL ACCESS DETAILS ARE SEEN BY EUROFREIGHT. 

23.3. MONITORING IS ONLY CARRIED OUT IF AND TO THE EXTENT PERMITTED OR AS REQUIRED 
BY LAW AND AS NECESSARY AND JUSTIFIABLE FOR BUSINESS PURPOSES.  THE RESULTING 
LOG FILES MAY BE USED SO THAT INSTANCES OF ATTEMPTED MISUSE AND OTHER 
SECURITY EVENTS CAN BE DETECTED, AND THAT INFORMATION IS AVAILABLE TO SUPPORT 
ANY SUBSEQUENT INVESTIGATION. TO THE EXTENT PERMITTED BY LAW AND, WHERE 
BREACHES OF THIS AND OTHER EUROFREIGHT POLICIES OR APPLICABLE LAW ARE FOUND, 
ACTION MAY BE TAKEN UNDER THE DISCIPLINARY PROCEDURE. 

23.4. THE EMPLOYEES ARE INFORMED THAT THE TELEPHONE SYSTEM USED BY THE COMPANY 
ALLOWS IDENTIFICATION OF ALL DIALLED NUMBERS AND RECEIVED CALLS. 

23.5. EUROFREIGHT RESERVES THE RIGHT TO RETRIEVE THE CONTENTS OF MESSAGES, CHECK 
SEARCHES WHICH HAVE BEEN MADE ON THE INTERNET, REQUIRE THE IMMEDIATE 
RETURN OF DEVICES SUPPLIED BY EUROFREIGHT AND ACCESS DATA STORED ON SUCH 
DEVICES FOR THE FOLLOWING PURPOSES (THIS LIST IS NOT EXHAUSTIVE): 
O TO MONITOR WHETHER THE USE OF THE E-MAIL SYSTEM OR THE INTERNET IS 

LEGITIMATE AND IN ACCORDANCE WITH THIS POLICY (AND EMPLOYEES 
ACKNOWLEDGE THAT THE COMPANY CAN USE SOFTWARE TO MONITOR THE 
IDENTITY OF SENDERS AND RECEIVERS OF EMAILS); 

O TO FIND LOST MESSAGES OR TO RETRIEVE MESSAGES LOST DUE TO COMPUTER 
FAILURE;  

O TO ASSIST IN THE INVESTIGATION OF WRONGFUL ACTS; OR 
O TO COMPLY WITH ANY LEGAL OBLIGATION. 

23.6. IF EVIDENCE OF MISUSE OF EUROFREIGHT'S IT SYSTEMS IS FOUND, EUROFREIGHT MAY 
UNDERTAKE A MORE DETAILED INVESTIGATION IN ACCORDANCE WITH EUROFREIGHT'S 
DISCIPLINARY PROCEDURES, INVOLVING THE EXAMINATION AND DISCLOSURE OF 
MONITORING RECORDS TO THOSE NOMINATED TO UNDERTAKE THE INVESTIGATION AND 
ANY WITNESSES OR MANAGERS INVOLVED IN THE DISCIPLINARY PROCEDURE.  IF 
NECESSARY, SUCH INFORMATION MAY BE HANDED TO THE POLICE IN CONNECTION WITH 
A CRIMINAL INVESTIGATION. INVESTIGATIONS AND DISCLOSURE OF INFORMATION TO 
THE RELEVANT AUTHORITIES SHALL BE CARRIED OUT ONLY TO THE EXTENT PERMITTED BY 
LAW. 
 

24. CCTV 
24.1. SOME OF EUROFREIGHT'S BUILDINGS AND SITES USE CCTV SYSTEMS TO MONITOR THEIR 

EXTERIOR AND INTERIOR 24 HOURS A DAY FOR SECURITY REASONS. THIS DATA IS 
RECORDED. USE OF CCTV AND RECORDING OF CCTV DATA IS ONLY CARRIED IN 
ACCORDANCE WITH EUROFREIGHT APPROVED GUIDELINES.  

24.2. EUROFREIGHT SHALL TAKE REASONABLE EFFORTS TO ALERT THE INDIVIDUAL THAT THE 
AREA IS UNDER ELECTRONIC SURVEILLANCE. 

 
25. REPORTING DATA PRIVACY BREACH: 

25.1. THE GDPR REQUIRES DATA CONTROLLERS TO NOTIFY ANY PERSONAL DATA BREACH TO 
THE CYPRUS DATA PROTECTION REGULATORY AUTHORITY AND, IN CERTAIN INSTANCES, 
THE DATA SUBJECT. 
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25.2. EUROFREIGHT SHALL PUT IN PLACE PROCEDURES TO DEAL WITH ANY SUSPECTED 
PERSONAL DATA BREACH AND WILL NOTIFY DATA SUBJECTS OR ANY APPLICABLE 
REGULATOR WHERE IS LEGALLY REQUIRED TO DO SO. 

25.3. WHERE THERE IS A SUSPICION OF A PERSONAL DATA BREACH OCCURRENCE, THE DPO, 
THE INFORMATION TECHNOLOGY OR SECURITY DEPARTMENT SHOULD BE NOTIFIED 
IMMEDIATELY AND SHOULD FOLLOW THE EUROFREIGHT SECURITY INCIDENT RESPONSE 
PLAN.  ALL EVIDENCE RELATING TO THE POTENTIAL PERSONAL DATA BREACH SHOULD BE 
PRESERVED. 
 
 

26. EXCEPTIONS AND EXCLUSIONS: 
26.1. CONTROLS RELATED TO MONITORING OF EUROFREIGHT’S IT SYSTEM AND 

INFRASTRUCTURE WILL NOT BE APPLICABLE TO EUROFREIGHT’S OPERATIONS IN <THIS 
SCENARIO OR IN THIS LOCATION>.   
 

27. GLOSSARY 

TERM DEFINITION 

ANONYMIZE TO PROCESS A COLLECTION OF PERSONAL DATA OR INFORMATION SUCH 
THAT A NATURAL PERSON CANNOT BE IDENTIFIED ON THE BASIS OF THE 
OUTPUT COLLECTION OF DATA OR INFORMATION 

DATA SUBJECT A LIVING INDIVIDUAL ABOUT WHOM PERSONAL INFORMATION IS 
PROCESSED BY OR ON BEHALF OF EUROFREIGHT  

VULNERABLE DATA 
SUBJECT 

A DATA SUBJECT THAT MAY BE OVER THE AGE OF 16 HOWEVER DO NOT 
HAVE THE COMPETENCE TO UNDERSTAND AND CONSENT FOR 
THEMSELVES 

“EUROFREIGHT”, 
“WE”, “OUR”, “US”, 
“THE COMPANY” 

EUROFREIGHT SYSTEMS LIMITED / ITS SUBSIDIARIES / ITS GROUP 
COMPANIES / ITS AFFILIATES, ITS DIRECTORS, EMPLOYEES (EXCLUDING 
THE USER/AFFIRMING EMPLOYEE IN THIS CONTEXT), ASSIGNS AND 
SUCCESSORS. 

INFORMATION 
SECURITY 

PRESERVATION OF CONFIDENTIALITY, INTEGRITY AND AVAILABILITY OF 
INFORMATION; IN ADDITION, OTHER PROPERTIES, SUCH AS 
AUTHENTICITY, ACCOUNTABILITY, NON-REPUDIATION, AND RELIABILITY 
CAN ALSO BE INVOLVED. 

PERSONAL DATA OR 
PERSONAL 
INFORMATION 

ANY INFORMATION THAT RELATES TO A NATURAL PERSON, WHICH, 
EITHER DIRECTLY OR INDIRECTLY, IN COMBINATION WITH OTHER 
INFORMATION AVAILABLE OR LIKELY TO BE AVAILABLE WITH A BODY 
CORPORATE, IS CAPABLE OF IDENTIFYING SUCH PERSON 

SENSITIVE PERSONAL 
DATA OR SENSITIVE 
PERSONAL 
INFORMATION 

DEFINITION OF SENSITIVE PERSONAL INFORMATION AS PER VARIOUS 
LAWS ARE STATED BELOW: 
 
THE DATA PROTECTION ACT, UNITED KINGDOM 
SENSITIVE PERSONAL DATA MEANS PERSONAL DATA CONSISTING OF 
INFORMATION AS TO: 
1) THE RACIAL OR ETHNIC ORIGIN OF THE DATA SUBJECT, 
2) HIS POLITICAL OPINIONS, 
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3) HIS RELIGIOUS BELIEFS OR OTHER BELIEFS OF A SIMILAR NATURE, 
4) WHETHER HE IS A MEMBER OF A TRADE UNION, 
5) HIS PHYSICAL OR MENTAL HEALTH OR CONDITION, 
6) HIS SEXUAL LIFE, 
7) THE COMMISSION OR ALLEGED COMMISSION BY HIM OF ANY 

OFFENCE, OR 
8) ANY PROCEEDINGS FOR ANY OFFENCE COMMITTED OR ALLEGED TO 

HAVE BEEN COMMITTED BY HIM, THE DISPOSAL OF SUCH 
PROCEEDINGS OR THE SENTENCE OF ANY COURT IN SUCH 
PROCEEDINGS. 

 
THE FEDERAL DATA PROTECTION ACT, GERMANY 
‘SPECIAL CATEGORIES OF PERSONAL DATA’ (SENSITIVE PERSONAL DATA) 
SHALL MEAN INFORMATION ON RACIAL OR ETHNIC ORIGIN, POLITICAL 
OPINIONS, RELIGIOUS OR PHILOSOPHICAL BELIEFS, TRADE-UNION 
MEMBERSHIP, HEALTH OR SEX LIFE. 
 
THE FEDERAL DATA PROTECTION ACT, SWITZERLAND 
SENSITIVE PERSONAL DATA: DATA ON:  
1) RELIGIOUS, IDEOLOGICAL, POLITICAL OR TRADE UNION-RELATED 

VIEWS OR ACTIVITIES, 
2) HEALTH, THE INTIMATE SPHERE OR THE RACIAL ORIGIN, 
3) SOCIAL SECURITY MEASURES, 
4) ADMINISTRATIVE OR CRIMINAL PROCEEDINGS AND SANCTIONS; 
- DATA FILE: ANY SET OF PERSONAL DATA THAT IS STRUCTURED IN SUCH A 
WAY THAT THE DATA IS ACCESSIBLE BY DATA SUBJECT; 
- PERSONALITY PROFILE: A COLLECTION OF DATA THAT PERMITS AN 
ASSESSMENT OF ESSENTIAL CHARACTERISTICS OF THE PERSONALITY OF A 
NATURAL PERSON; 

THIRD PARTY ALL EXTERNAL PARTIES – INCLUDING WITHOUT LIMITATION 
CONTRACTORS, INTERNS, SUMMER TRAINEES, VENDORS, SERVICE 
PROVIDERS AND PARTNERS – WHO HAVE ACCESS TO EUROFREIGHT 
INFORMATION ASSETS, INFORMATION SYSTEMS OR WHO ARE PASS 
PERSONAL INFORMATION FROM THEM. 
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28. APPENDIX A: PRIVACY PRINCIPLES 

EUROFREIGHT DATA PRIVACY POLICY ALIGNS WITH GENERALLY ACCEPTED PRIVACY PRINCIPLES. IN 

VIEW OF THE CHANGING LEGISLATIVE AND TECHNOLOGICAL ENVIRONMENT FOR DATA PRIVACY, 

THE DATA PRIVACY POLICY WILL UNDERGO REVISIONS. THE GUIDING PRIVACY PRINCIPLES 

ARTICULATED IN THIS POLICY DOCUMENT ARE AS FOLLOWS:  

 MANAGEMENT: 

DEFINE, DOCUMENT, COMMUNICATE, AND ASSIGN ACCOUNTABILITY FOR EUROFREIGHT DATA 

PRIVACY POLICY AND PROCEDURES 

 NOTICE: 

PROVIDE NOTICE ABOUT EUROFREIGHT DATA PRIVACY POLICY AND PROCEDURES AND IDENTIFY 

THE PURPOSES FOR WHICH PERSONAL INFORMATION IS COLLECTED, USED, RETAINED, AND 

DISCLOSED 

 CHOICE AND CONSENT: 

DESCRIBE THE CHOICES AVAILABLE TO THE INDIVIDUAL AND OBTAIN IMPLICIT OR EXPLICIT 

CONSENT WITH RESPECT TO THE COLLECTION, USE, AND DISCLOSURE OF PERSONAL 

INFORMATION 

 COLLECTION OF PERSONAL INFORMATION: 

COLLECT PERSONAL INFORMATION ONLY FOR THE PURPOSES IDENTIFIED IN THE NOTICE 

 LIMITING USE, DISCLOSURE AND RETENTION: 

LIMIT THE USE, STORAGE AND RETENTION OF PERSONAL INFORMATION IS LIMITED TO THE 

PURPOSES IDENTIFIED IN THE DATA PRIVACY NOTICE AND FOR WHICH THE INDIVIDUAL HAS 

PROVIDED IMPLICIT OR EXPLICIT CONSENT. RETAIN PERSONAL INFORMATION FOR ONLY AS 

LONG AS NECESSARY TO FULFILL THE STATED PURPOSES OR AS REQUIRED BY LAW OR 

REGULATIONS AND THEREAFTER APPROPRIATELY DISPOSE OF SUCH INFORMATION. 

 ACCESS FOR REVIEW AND UPDATE: 

PROVIDE DATA SUBJECTS WITH ACCESS TO THEIR PERSONAL INFORMATION FOR REVIEW AND 

UPDATE 

 Disclosure to third parties: 

Disclose personal information to third parties only for the purposes identified in the notice and 

with the implicit or explicit consent of the individual 

 Security practices for privacy: 

Protect personal information against unauthorized access (both physical and logical) 

 Quality of personal information: 

Maintain accurate, complete, and relevant personal information for the purposes identified in 

the notice 

 Monitoring and enforcement: 

Monitor compliance with Eurofreight Data Privacy policy and procedures, and have procedures 

to address privacy related complaints and disputes 
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29. Appendix B: Privacy Organization structure 

The privacy organization has been designed keeping in mind the various business units across 
locations where Eurofreight operates. Stakeholders and oversight from key business functions and 
senior leadership provides sustainable and practical guidance for the privacy framework.  

29.1. Privacy organization structure 

 

29.2. Board of Directors 

The role of the Board of Directors is to channel resources and address organizational issues 
related to privacy. 

Responsibilities of Board of Directors: 
 Review and approve the Data Privacy Policy at least on a three-year cycle. 
 Establish a process for the enforcement of Data Privacy Policy. 
 Ensure the implementation of a data privacy program that enables compliance with the Data 

Privacy Policy and applicable regulations with respect to data protection. 
 Define processes to address grievances and handling complaints from data subjects with 

respect to their personal information held by Eurofreight. 
 Determine the action to be taken against grievances and information request cases 

presented by the Data Privacy officer. 
 Review the findings from periodic privacy compliance reviews and sanction the 

implementation of corrective actions if applicable. 
 Monitor the data privacy program effectiveness. 
 Identify and appoint a Data Privacy officer. 

 

 

29.3. Legal Support 

The role of the Legal Support is to guide and monitor the data privacy program and present 
timely reports to the Board  

Board of 
Directors

Data Privacy 
Officer

Legal Support/ 
Consultant 

Support
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Responsibilities of Legal Support: 
 Provide legal assistance to the Data Privacy Officer for identifying applicable regulations 

relations related to data privacy. 
 

29.4. Data Privacy Officer 

The role of Data Privacy Officer (DPO) is to act as a central resource for the implementation of 
Eurofreight privacy program. The DPO is required to advocate for the privacy program, 
articulate and communicate the organization’s privacy goals, and promote enforcement of the 
Data Privacy Policy. The DPO will act as a single point of contact for internal personnel as well as 
external data subjects seeking redress regarding their personal information held by Eurofreight 
or information about Eurofreight privacy practices. 

Responsibilities of Data Privacy Officer (DPO): 
 Conduct review of the Data Privacy Policy over a three-year cycle and recommend changes 

or policy updates to the Board. 
 Monitor compliance with the Data Privacy Policy. 
 Provide counsel relating to privacy aspects of business contracts and partnerships. 
 Participate in audits 
 Coordinate with the offices of governmental agencies and supervisory authorities during the 

investigation of a privacy complaint against the organization. 
 Handle requests for information made by individuals and third-party agencies (including law 

enforcement agencies). 
 Ensure that the Data Privacy Policy is aligned with applicable laws or regulations and 

updated when there are changes to legislation. 
 Facilitate privacy awareness training for all employees of Eurofreight. The privacy awareness 

training should be designed with the following considerations: 
 Providing briefings, information and resources for employees to keep them apprised 

of current and emerging privacy requirements; 
 Providing employees with adequate guidance on identifying and appropriately 

handling data protection issues that may affect the performance of their job; and  
 Sensitizing employees to the importance of data privacy to data subjects and the 

organization. 
 Maintain an organization-wide view of business processes impacting privacy, and the nature, 

size and sensitivity of personal information held by Eurofreight. 
 Respond to data breach notifications as per the defined data breach response plan. 
 Implement processes to address grievances and handling complaints from data subjects with 

respect to their personal information held by Eurofreight. 
 Respond to requests for access to and correction of personal information and general issues 

concerning personal information held by Eurofreight. 
 Maintain a record of all grievances and inquires registered by data subjects. 
 Collate all grievances and information requests along with relevant and share relevant 

details to the Board for exceptions to established response processes. 
 Facilitate the periodic (three-year cycle) independent privacy compliance reviews, either 

through the Internal Audit function or an independent Third-Party auditor. Through the 
compliance review process the following are to be considered: 

 Present the findings from the periodic privacy compliance reviews and privacy 
impact assessment to the Board. 

 Perform annual personal information inventory review and ensure reconciliation 
with the information asset inventory. 
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 Formulate mitigation strategies for identified risks to privacy arising from 
Eurofreight business operations, data collection practices, supporting technology, 
facilities and services exchanged with external parties. 

 Provide counsel relating to privacy aspects of business contracts and partnerships. 
 Ensure that the Data Privacy Policy is aligned with applicable laws or regulations and 

updated when there are changes to legislation. 
 Act as a liaison person for data privacy legal issues between the business functions and 

external Legal support if required. 
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30. Appendix C: Privacy Impact Assessment guidelines 

A Privacy Impact Assessment (PIA) can be used to demonstrate that the system owners and 
functional management have applied data privacy controls throughout the system development 
lifecycle. In addition, performing a PIA for proposed changes identifies any conflicts between the 
post-implementation state and the privacy framework. For example, the PIA prior to introducing a 
new business application will identify if the way personal information is shared by the new 
application is in violation of the Data Privacy Policy. 

A PIA should be triggered by events that significantly change the privacy environment of the 
company or if an existing process which significantly affects the privacy rights of data subjects is 
identified. For example, the introduction of new technology may change the manner in which 
personal information is stored and processed. In some cases, the technology may only collect 
personally identifiable information for a moment. For example, a security camera stream may 
capture the movements of an individual. While a record may not be maintained for later use, the 
initial capture and viewing may raise privacy concerns and a PIA could be required. Other instances 
of technology with privacy implications include: systems utilizing radio frequency identification 
devices (RFID), biometric scans, data mining, or location tracking. 

In other cases, the technology may not be changing, but a program or system opts to use data from 
a new source such as a commercial aggregator of information. A PIA is required when such new 
sources of information are used. 

The introduction of a new business process and notable changes to existing business processes may 
trigger a PIA for various reasons. New business processes may introduce new uses of personal 
information, new information systems and infrastructure supporting the changed processes, and 
new methods of collection, processing and disclosure. Some new business processes may require 
updates to agreements and contracts, potentially impacting the management of personal 
information.  

At minimum, the following triggers should be considered: 

PIA Trigger Description 

Digitization of records Converting paper-based records to electronic systems. 

Anonymous to Non-
Anonymous 

Operations performed on existing personal information database 
changes anonymous information into Sensitive Personal Information (SPI) 
or personal information (PII). 

Significant System 
Management 
Changes 

New uses of existing IT systems, including application of new 
technologies, significantly changes how SPI or PII is managed in the 
system. For example, when the company employs new relational 
database technologies or web-based processing to access multiple data 
stores, such additions could create a more open environment and 
avenues for exposure of data that previously did not exist. 

Significant Merging The company adopts or alters business processes so that databases 
holding PII are merged, centralized, matched with other databases or 
otherwise significantly manipulated. For example, when databases are 
merged to create one central source of information, such a link may 
aggregate data in ways that create privacy concerns not previously an 
issue. 
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PIA Trigger Description 

New User Access 
Mechanism 

User-authentication technology (e.g., password, digital certificate, 
biometric) is newly applied to an electronic information system accessed 
by users (including Third Party users). 

External Sources The company systematically incorporates into existing information 
systems, databases of personally identifiable information purchased or 
obtained from third parties or public sources. An exception to this trigger 
would be merely querying such a source on an ad hoc basis using existing 
technology. 

New Uses Business partners work together on initiatives involving significant new 
uses or exchanges of information in identifiable form, such as marketing 
for products and solutions developed as joint ventures. In such cases, the 
Eurofreight Data Privacy Officer should be consulted and prepare the PIA. 

Internal Flow or 
Collection 

Alteration of a business process that results in significant new uses or 
disclosures of information, including incorporation into the system of 
additional PII. 

Alteration in 
Character of Data 

New PII is added to a database or information collection and thus, raises 
the risks to personal privacy. For example, the addition of health or 
financial information may lead to additional privacy concerns that 
otherwise would not arise. 

New Processes Introduction of new business process that results in multiple triggers and 
changes to business agreements impacting management of personal 
information. 

 

For a PIA performed on systems or projects prior to their implementation, responses to the PIA 
Questionnaire should be populated based on the planned system/ project specifications and 
processes. 
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31. Appendix D: Data breach response guidelines 

 
The immediate response upon discovery of a data breach leading to compromise of personal 
information records should align with the information security incident response plan. This 
document provides guidelines on the procedural steps to be taken at minimum. 

31.1. Incident reporting and tracking 
 All privacy data breaches should be logged as incidents and [follow the incident reporting 

procedures] reported to the DPO with the information set out below to be provided. 
Please refer Incident Management Procedure for detailed actions. 

 Ensure that the following information is captured: 

 Date of the incident 

 Time of the incident, if possible 

 Date and time when the incident was discovered 

 How the incident was discovered 

 Location of the incident 

 Suspected cause of the incident  

 The number of individuals whose data is affected 

 

31.2. Breach containment and preliminary analysis 
 Contain the breach and isolate the affected environment if possible. 

 Notify the DPO and identify data subjects who will facilitate the investigation. The Data 
Privacy Officer (DPO) should lead the initial investigation or appoint an appropriate 
individual to act as a proxy.  

 Identify the internal stakeholders who are affected by or involved in the data breach. 

 Ensure that collection of incident information and evidences does not lead to accidental 
destruction of admissible evidence. Evaluate the risks associated with the data breach. 
[This should lead to identification of the following: 

 What personal information was involved 

 Extent of the data breach  

 How many data subjects were affected and who they are 

 What harm to the data subjects could result from the data breach 

 What harm to Eurofreight could result from the data breach] 

 If the data breach involves theft, cybercrime or other criminal activity, notify the police and 
Computer Emergency Response Team (CERT). 

 

31.3. The DPO, in consultation of the legal support, should: 
 Determine whether the Cyprus DPA need to be notified. 

 Determine what details should be included in the DPA notification. 

 Determine whether affected data subjects need to be notified of the data breach. 

 Define how and when affected data subjects should be notified.  

 Determine what details should be included in the notification. 

 Determine what other external stakeholders should be informed (Governmental Agencies, 
professional bodies, supervisory authorities, etc.)] 
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32. Appendix E: Data privacy controls 

Data privacy controls have been developed based on the privacy principles. These controls serve to 
measure the extent of implementation of the Data Privacy Policy. You can contact our DPO to 
request a copy of our privacy principles. 
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